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Security Analysis of User Trust in Network Knowledge Community

HU ChangPing LI QingQing LV Meiliao
( School of Information Management, Wuhan University, Wuhan 430072, China )

Abstract: This paper puts forward the countermeasures and suggestions to improve the supervision of user trust security in network knowledge
community, which is to promote the governance of user trust security environment and provide reference for dealing with the security risk of user trust
transmission. Through the investigation of trust transfer security in network knowledge community service, this paper analyzes the security risk factors in
trust transfer. Based on this, aiming at the problems of users’ trust preference, authentication management lag, malicious users’ misleading, untrusted third
party and the influence of service chain, the security guarantee of trust transmission in network knowledge community is improved; At the same time, from
aspects of unifying knowledge community security evaluation standards, improving the user identity authentication system, establishing malicious user
punishment rules, strengthening the supervision of the third party identification, this paper put forward suggestions to solve the influence of unsafe factors
and trust security risk management and control measures.
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